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1
Decision/action requested

It is requested to approve the new solution for KI #2.3 and KI #2.4 of 3GPP TR 33.739 v0.2.0.
2
References

[1]
3GPP TR 33.739: "Study on Security Enhancement of Support for Edge Computing — Phase 2"
3
Rationale

This pCR proposes to add a new solution for KI #2.3 and KI #2.4 in TR 33.739 [1]. 
4
Detailed proposal

*************** Start of the Change ****************

6.X
Solution #X: Certificate based authentication and authorization between V-ECS and H-ECS
6.X.1
Solution overview
This solution addresses KI 2.3 and KI 2.4.Without authentication or authorization, a malicious H-ECS may be able to obtain EES information or V-ECS information from V-ECS.
In this solution, certificates are employed to enable the mutual authentication between H-ECS and V-ECS.

TLS is employed to secure the EDGE-10 interface between H-ECS and V-ECS.
6.X.2
Solution details
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Figure 6.x.2- x: Authenticaiton and authorization between H-ECS and V-ECS
1. 
H-ECS obtains V-ECS authorization information from the UE (EEC) or local policy, which contains the identities (e.g., FQDN) and certificates of V-ECSs that can be requested by the H-ECS.  
2.
It is assumed that V-ECS is discovered by H-ECS and H-ECS has obtained the identity (e.g., FQDN) of V-ECS. Before communicating with V-ECS, H-ECS decides if it can send its own certificate to the V-ECS based on the V-ECS authorization information obtained in step 1. If the identity (e.g., FQDN) of V-ECS is in the V-ECS authorization information, the procedure goes to step 3. Otherwise, H-ECS terminates the procedure. 

3. 
H-ECS sends its own certificate to the V-ECS if it is allowed to connect to the V-ECS. 

4.
V-ECS validates the certificate of H-ECS. It is assumed that V-ECS has the root CA of H-ECS and leverages the root CA to validate the certificate of H-ECS. If the certificate of H-ECS is valid, V-ECS decides if it can send its certificate to H-ECS based on its local configuration information containing identities (e.g., FQDN) or certificate information of H-ECSs. And the procedure goes to step 5. Otherwise, the V-ECS terminates the procedure.

5. 
V-ECS sends its certificate to the H-ECS if it is allowed to connect to the H-ECS.

6.
H-ECS validates the certificate of H-ECS. It is assumed that H-ECS has the root CA of V-ECS and leverages the root CA to validate the certificate of V-ECS. If the certificate is valid and the identity in certificate is identical to V-ECS identity in step 2, H-ECS and V-ECS built the secure TLS connection based on the certificates. The EDGE-10 interface between H-ECS and V-ECS support confidentiality, integrity, and re-play protection.
6.X.3
Solution evaluation 
TBA
*************** End of the Change ****************
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